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Abstract

Anti-money laundering (AML) systems are impor-
tant for safe economic trade and for the fight against
financial crime. Recently, a number of AML al-
gorithms based on graph neural networks (GNN5s)
and graph transformers (GTs) have been proposed.
Compared to traditional machine learning solu-
tions, these methods have been shown to achieve
significantly better detection results. Yet, the state-
of-the-art AML algorithms have a key limitation:
they fail to jointly address money laundering clas-
sification and money laundering sub-network dis-
covery, despite their strong theoretical connection.
To bridge this gap, we propose a translation-based
AML system (TAML) that is capable of jointly
solving both problems within the same latent space.
Our extensive experimental evaluation on multi-
ple datasets demonstrates the superiority of TAML
over the state-of-the-art in both tasks.

1 Introduction

Money laundering (ML) is the process of illegally hiding
the origin of monetary benefits gained through illicit activi-
ties [EC, 2025]. Although the global scale of money laun-
dering is unknown, the United Nations Office on Drugs and
Crime estimates that between 2% and 5% of the global GDP
is laundered each year [UNODC, 2025]. It is therefore cru-
cial for financial institutions to be equipped with strong anti-
money laundering (AML) systems.

There are two core problems of paramount interest in
money laundering detection. First, the classification of a
given account as money laundering suspicious or not, known
as money laundering classification [Lin et al., 2024b]. Sec-
ond, the detection of money-laundering groups, known as
money laundering sub-network discovery [Chai et al., 2023].
Despite the strong theoretical connection between the two
tasks, which suggests the benefit of a synergistic solution, the
state-of-the-art AML algorithms fail to address them jointly.
They either focus on solving a single task [Lin et al., 2024a;
Lin ef al., 2024b; Oztas et al., 2025] or address both using
separate representation spaces [Chai et al., 2023].

Positioning our work in the realm of graph representation
learning, we introduce an encoder-agnostic AML system that
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Figure 1: Translation-based Anti-Money Laundering (TAML)

bridges this gap by jointly solving ML classification and ML
sub-network discovery. Our approach, called Translation-
based Anti-Money Laundering (TAML), integrates with any
state-of-the-art graph encoder, such as graph neural networks
(GNNG) or graph transformers (GTs), and represents both ac-
counts and transactions in a unified latent space. This unified
representation space allows establishing a direction-aware ge-
ometry that reveals the solutions to both ML classification and
ML sub-network discovery problems.

TAML is based on a novel supervised contrastive loss that
establishes two geometric relations between accounts and
transactions in the latent space, denoted R?”. First, the hid-
den representation of a transaction between two colluding
ML accounts, e.g., v and n™ as depicted in Figure 1, must
correspond to a translation in the embedding space between
those accounts’ hidden representations. That is, the embed-
ding of the source ML account, A}, translates close to the em-
bedding of the destination ML account, hiﬁ, via the hidden
representation of their ML transaction ¢'(z(, ,+)). Second,
to make the account embeddings label-informative (i.e., such
that their position in R is informative about their label), we
introduce the notion of self-translation. That is, we force the
embedding of any ML account, e.g., h!, in Figure 1, to trans-
late close to an alternative representation of itself, S, via the
hidden representation of its own feature vector, ¢*(z,). In-



tuitively, ¢°(x,) corresponds to the embedding of the self-
loop/self-transaction (v, v) with feature vector x,,.

During inference, the translation process in the latent space
guides a graph traversal process for accurate ML sub-network
discovery, while self-translation assists with ML classifica-
tion. Our main contributions can be summarized as follows:

e We provide, to the best of our knowledge, the first AML
system capable of jointly solving ML classification and
ML sub-network discovery within the same latent space.

e We perform an extensive experimental evaluation with
supervised and semi-supervised datasets demonstrating
the superiority of TAML over the state-of-the-art.

Following, we present related work (Section 2), the prob-
lem statement (Section 3), the TAML system (Section 4), the
experimental evaluation including ablation, sensitivity, and
scalability studies (Section 5), and a conclusion (Section 6).

2 Related Work

Money laundering detection is often cast as a binary clas-
sification problem. Despite being highly interpretable, tra-
ditional methods used for ML classification such as Logis-
tic Regression [Colladon and Remondi, 2017], Random For-
est [Odeh and Taleb, 2024], or XGBoost [Jullum et al., 2020;
Ahmed, 2021] are not graph-native, and hence, not well
suited for learning from transaction data. Graph Neural
Networks (GNNSs) natively support graph-structured data.
The most notable GNN architectures include GCN [Kipf
and Welling, 2016], GraphSAGE [Hamilton et al., 2017],
GAT [Veli¢kovié et al., 2017], and GIN [Xu et al., 2018].
However, these general architectures do not explicitly capture
the group dynamics specific to money laundering (ML).

Recent GNN-based solutions to ML classification explic-
itly target the group behavior of accounts. For instance,
ComGA [Luo et al., 2022] encodes both community-specific
information via a multi-layer perceptron (MLP), and account
attributes via a GNN. GAGNN [Cheng et al., 2023] incor-
porates group behavior by constructing an additional ML
community graph that is used to enhance the hidden rep-
resentation of ML accounts. Diga [Li er al., 2023] and
AMAP [Chai er al., 2023] take a sequential approach by
first solving ML sub-network discovery and then exploiting
the ML sub-networks to better approach ML classification.
Diga extracts sub-networks via personalized page rank (PPR).
Then, it proposes a reconstruction-error-based anomaly de-
tection approach, where the sub-network of the target node
is reconstructed by a guided diffusion model. AMAP ex-
tracts ML sub-networks by using a GNN-based sub-network
proposer. Subsequently, a dual-fusion classifier is trained to
classify nodes based on the extracted ML sub-networks.

Recently, transformer-based architectures have been pro-
posed to address ML classification. Specifically, AML graph
transformers like FraudGT [Lin et al., 2024b] and AML tab-
ular transformers such as Tab-AML [Oztas et al., 2025] have
been developed. Further, shallow ML sub-network discovery
algorithms beyond PPR, like DenseFlow [Lin ef al., 2024a]
have been introduced. Denseflow detects ML sub-networks
by finding dense subgraphs and applying the concept of max-
imum flow.

Our proposal draws inspiration from TransE [Bordes er al.,
2013] and bears some resemblance to PBAD [Kumagai er al.,
2021], a graph-native anomaly detection algorithm that pro-
poses a geometric-based supervised contrastive loss to learn
node embedding positions that are indicative of their label.

3 Preliminaries and Problem Statement

A transaction network is a directed attributed graph G =
{V,X,&,Xc}, where V is a set of nodes, and £ is a set
of edges. Each node v € V represents a user account.
Each account has an associated feature vector z, € R<.
X € RIVI*4 denotes the node feature matrix. A directed edge
e = (v,u) € £ indicates that there exists at least one financial
transaction from account v to account u. Each directed edge
(v,u) is associated to a feature vector (, ) € R4 that con-
tains aggregated information about all transactions from ac-
count v to account u within a fixed timespan. X¢ € RIEIxd’
denotes the edge feature matrix.

Given an account v € V and a radius K € N, the K-hop

ego-network of v, denoted GX , is the sub-graph of G induced
by the set of nodes {u € V : d(u,v) < K}, where d(u,v) is
the length of the undirected shortest path between w and v in
G. The in-neighborhood of anode v € V is the set Vi, (v) =
{u € V| (u,v) € &}, the out-neighborhood of v is the set
Now(v) = {u € V| (v,u) € £}, and the neighborhood of v
is the set V' (v) = Nip(v) U Now (v).
Problem 1 (AML). Let G = {V, X, &, X¢} be a transaction
network and Y € {0, 1}Vl be a vector containing the labels
of the accounts in V;, C V. Each component y, of Y indicates
whether the account v € Vy is ML suspicious (y, = 1) or not
(Yo = 0).

The task is to train a model, such that given a new unseen
transaction network G' = {V', X', &', X} that has no over-
lap with G, to achieve:

1) ML Classification: predict whether a given account v €
V" is ML suspicious (y, = 1) or not (y, = 0), and

2) ML Sub-network Discovery: for a given account v €
V', with K-hop ego-network Q;K, find the ML sub-
network of v, Q;ﬁ - g;K such that:

(a) if v is ML suspicious then Q;‘*‘ is connected and
contains only ML suspicious accounts, including v.

(b) ifv is not ML suspicious then G," = {v}, the trivial
sub-network.

The two sub-problems are equivalent under network com-
pleteness where the complete set of accounts with their re-
spective transactions, and the complete set of labels are avail-
able. But under network incompleteness (e.g., in an institu-
tion’s internal view of the global financial network), classi-
fication is generally strictly harder than sub-network discov-
ery. In this case, ML classification can benefit from progress
in ML sub-network discovery, motivating a joint approach. A
longer discussion is included in the supplementary material.

4 Translation-based AML

We design a translation-based AML system that is capable
of jointly solving ML classification and ML sub-network dis-
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Figure 2: The architecture of our Translation-based AML system (TAML). Both the inference and training phases are depicted.

covery within the same latent space. TAML comprises two
core units: a translation and a self-translation unit. The
translation unit is trained to extract ML sub-networks via
translations in the embedding space. Given an account of in-
terest v and an exploration radius K, it predicts a ML sub-
network Qj C GK. The self-translation unit learns how
to classify nodes in such sub-networks by performing self-
translations in the embedding space. It assigns a ML risk
score p, to every node u in QAJ' . The sub-network informed
ML classification score of the node of interest v, denoted 7,,,
is the mean of the self-translation scores of the nodes u in Qj .

4.1 TAML Training

Training TAML involves training the translation and self-
translation units. We introduce a joint training pipeline un-
der a novel loss, denoted Lranm. We start by explaining the
training of each unit and show how they merge into Lramr .

Translation Unit Training

The translation unit is trained to perform ML sub-network
discovery. We denote by h!, € R?" the hidden representation
of an account v when embedded by the translation unit, and
refer to it as the t-embedding of v. Since TAML is encoder-
agnostic, any state-of-the-art graph encoder, such as a GNN
or a GT, can serve as the account embedding module. Figure
2 reflects this architectural design.

In order to allow transaction-guided exploration of the la-
tent space for ML sub-network discovery, we represent trans-
actions in the same latent space as the accounts. To this end,
fixed an account v, we embed transactions e = (v,n) € £
into R?" via a multi-layer perceptron (MLP), denoted ¢'(-),
that takes the edge features as input. That is, the latent rep-
resentation of a transaction e = (v, n) with feature vector

T(y,n) corresponds to a vector ¢'(z(,.)) € RY". Figure 2
visually depicts the unified embedding space R4

With the aim of extracting sub-graph candidates C;j as
close as possible to the true ML sub-networks G, via latent
space navigation, we enforce the following geometrical rela-

tions in the embedding space between the hidden representa-
tion of accounts and transactions at train time:

htu + ¢t(x(v,n)) ~ hln ify, =yn =1, (1)
by, + ¢'(x(y,n)) % hy, otherwise.

That is, the hidden representation of a directed transac-
tion (v, n) between accounts v and n corresponds to a spatial
translation ¢'(2(, ) in the embedding space between their
corresponding hidden representations A}, and A, only if both
v and n are ML accounts (if y,, = y, = 1). These geometri-
cal relations are illustrated in Figure 2.

To learn representations that comply with the geometri-
cal relations intuitively described in equation (1), we design
a translation-based supervised contrastive loss, denoted £'.
Formally, fixedv € V,

Li(v) = - Z'ILEM)ut(U)ﬁVL (Yoyn log(pon) + (1 — yuyn) log(1 — pvzlz);
where
Pon =0 (HhtVTN - hErLH - ||(h;) + ¢t(x(v,n))> - htn”) . (3)
Function o(-) corresponds to the Sigmoid activation, || - ||
denotes the Euclidean distance, and Ay € R? is a learn-
able parameter whose role is establishing the threshold above
which the translated node hj, + ¢'(x(,)) is close enough
from the embedding of the destination account h!, for the
two accounts to be suspected of ML collaboration. Thresh-
old Ay is formally refereed to as a virtual threshold. Vir-
tual thresholds were recently introduced by [Chai er al.,
2023] and, rather than forcing a global threshold for deter-
mining closeness in the latent space, they allow local node-
dependent thresholding. Intuitively, p,, =~ 1 in equation
(3) if hy, + ¢'(x(y,n)) falls inside the hypersphere of radius
[|hSrn — Y]] centered around R}, and p,,, = 0 otherwise.
Consequently, the t-embeddings position accounts and
transactions in the latent space relative to one another. This
allows transaction-guided navigation of the latent space for
ML sub-network extraction at inference time as described in
Section 4.2. Next, we introduce the s-embeddings.



Self-translation Unit Training

The self-translation unit is trained to produce embeddings
that are label-informative for an account, independent from
the labels of its neighbors. We denote by A, € RY" the hid-
den representation of an account v when embedded by the
self-translation unit, and refer to it as the s-embedding of v.
Just like in the translation unit, any state-of-the-art graph en-
coder, such as a GNN or a GT, can serve as the account en-
coder. Figure 2 reflects this choice.

Our aim is for the s- and t- embeddings to be jointly trained
so the former benefits from the latter. To this end, we enforce
the following relations between both representations in the
embedding space at train time:

{ hY + ¢ (zy) = K
h;; + ¢* () % hs,

where ¢*(x,) (the hidden representation of the self-loop)
corresponds to v’s vector of features x,, mapped via the ¢*
MLP. In other words, any node v whose t-embedding is self-
translated via ¢*°(x,) to its s-embedding is ML suspicious,
and any node that does not is benign. This definition of self-
translation presents several beneficial characteristics. First,
it spatially follows rather than restricts in any way the t-
embeddings. Second, it complements the t-embeddings by
emphasizing the node features rather than the graph structure.
Third, it enables individual node classification.

To learn s-embeddings that comply with the aforemen-
tioned geometrical notions of self-translation, we design a
custom self-translation-based supervised contrastive loss, de-
noted £°. Formally, given an account v € V:

ify, =1,

4
iy, =0, X

L(v) = =[yolog(py) + (1 = yu)log(1 —pu)]  (5)

where

po =0 ([Ihyex = Bl = [1(h, + &* (@) = B ]) . (6)

Again, o(+) is the Sigmoid activation function, || || denotes
the Euclidean distance, and h3py € R%" is a virtual threshold.
The Unified Loss

The TAML loss is the convex combination between L£'(v),
equation (2), and £L*(v), equation (5). Formally,

£TAML = |V71T| Z ()\Et(v) + (1 — /\)/f(v)) B (7)

vEVT

where, A € [0, 1] is a balancing hyperparameter, and V- is the
training account set. We employ majority-class undersam-
pling to address class imbalance. Specifically, we randomly
sample the same number of 0-labeled accounts as 1-labeled
accounts from the set of labeled accounts, Vr,, to build Vr.

4.2 TAML Inference

Translation Unit Inference (ML Sub-network Discovery)
Fixed an account of interest v and an exploration hop K, the
translation unit explores GX starting from v in a breadth first
search fashion. More precisely, consider exploration hop i.
Each member c of the set of ML suspicious node candidates

found in iteration i — 1, denoted C*~!, is expanded forwards

as follows: Vn € Nyy(c), the embedding space R is tra-
versed in the direction of ¢’ (2. )) , starting from the hid-
den t-embedding of the candidate hy.. In case hl, + ¢'(z(c n))
is closer to k!, than the virtual node h{y, n is included
into C?, originally empty. Subsequently, in order to explore
¢’s incoming neighbors, backwards expansion is performed:
Vn € Nin(c), R?" is traversed in the direction of P (T(n,e)) »
starting from h,. In case h}, + ¢'(x(,,)) is closer to A, than
hYns 1 is added to C*. The estimated ML sub-network for
account v corresponds to G;" = (Jy<;< x C*-

Self-translation Unit Inference (ML Classification)

For each node u in Qj the ML risk corresponds to p,
as in equation (6). Finally, the predicted sub-network in-
formed ML classification score of v, denoted ¥,, is com-
puted as the mean of the risk scores in Qj . Formally, 9, =
ﬁ Zueéj DPu-

TAML outputs (§,,G;"): The classification score 7, to-
gether with the sub-network Qj that lead to the classification
decision. Qj also acts as a form of explanation of ¢,. De-
tailed pseudo-code is provided in the supplementary material.

4.3 Complexity Analysis
Let C,(d,d”,n, k) and C.(d’',d"”, n.) be the costs to embed
a node v with features z, € R and edge e with features

z. € R? into R?". Here, 7 and 7. denote the graph encoder
and MLP depths, respectively, and « is the neighborhood size.

Training. Letdeg” , be the average number of labeled out-
neighbors for nodes in V. Computing Ltapy involves com-
puting £!(v) and L£*(v), Vv € Vr. Fixed v, L(v) requires
deg” . translations, and £°(v) requires a self-translation.
Each operation takes O(C,, + C..) time. Therefore, the train-
ing time complexity of TAML is O(|Vr|-deg%,, - (C,, +C.)).
Inference. Let deg be the average node degree in G, and

&+ the estimated maximum number of 1-to-1 connections
for an account in G. The translation unit makes K explo-

ration rounds to estimate Qj . Each round considers at most
O(JET]) candidates, and O(deg) translations are executed

for each. Finally, g, is computed via |§’;U+ | self-translations.
Therefore, fixed v, the inference time complexity of TAML is

O(K - |EF| - deg - (Cp + C.)).

5 Experimental Evaluation

We now describe our experimental evaluation run on a GPU-
powered server with Pytorch 1.4 as computing infrastructure.

5.1 Experimental Setup

Compared Methods

We selected 2 baselines and 5 state-of-the-art AML algo-
rithms including feature-based, GNN-based, group-aware
GNN-based, and transformer-based algorithms. Specifically:

o XGBoost [Jullum et al., 2020] is the feature-based ML
classification baseline.



Data | Elliptic++ | SAML-D | IBM-AML | Mean
Time | 36 37 38 39 40 41 42 | 10 11 | 9 10 |

Random ‘ 0.07+000 0.134000 0.05x000 0.03£000 0.054000 0.03x000 0.04=£000 ‘ 0.07 000  0.13 % 0.00 ‘ 0.01 000  0.04 % 0.00 ‘ 0.03
XGBoost 0.32+013 0584004 024%x002 0.03F£000 0.094002 0.04x001 0.07%001 | 0224001 0.20£001 | 0.01 000 0.05£000 | 0.14
PBAD 0.55£001 0.66+001 0.04=x000 0.03F£000 0.06+001 0.02x000 0.03£000 | 0.49%003 0.55=£001 | 0.06 000 0.15£000 | 0.22
AMAP 0.61+025 0.404028 0.13x006 0.08£007 0.10+010 0.08+004 0.10£o004 | 0.43+021 0.38£025 | 0.124002 0.32+£ 005 0.23
FraudGT 0.65+019 0.75+011 0344013 0.16+006 0.53+004 0524011 0.53+005 | 0.92+002 091+002 | 0.43+001 0.65+001 | 0.57
Tab-AML 0944000 0.73+t001 0.174+000 0.10+£000 0.17+000 0.114000 0.15+000 | 0.26+£002 0.24+002 | 0.054+000 0.12+000 | 0.26
TAML-GCN 0.78 £009 0.824004 0.18*000 0.09=£003 0.36+00s 0.15x001 0.25=£001 | 0.71+007 0.73£006 | 0.11x001 0.29 £ 001 0.39
TAML-GAT 0954002 0814007 029+o011 0.13£013 0424009 023x011 040=£o015 | 0.88+002 0.87£002 | 0.09+002 0.36 002 | 0.48
TAML-FraudGT | 0.95 +005 0.88+002 0.61+005 0344017 0.61+005 0.61+008 0.57+002 | 0.92+000 091+001 | 0394002 0.65+001 | 0.67

(a) AUPRC (Mean =+ Std). The last column denotes the mean AUNPRC (Normalized AUPRC) aggregated across all datasets and time steps.

Random | 0.50+000 0.50+000 0.50%000 0.50+000 0.50+000 0.50%000 0.50%000 | 0.504000 0.50%000 | 0.504000 0.50 %000 | 0.50
XGBoost 0.65+007 0.794+003 0.68+001 0.51+001 0.56+003 0.51+001 0.54%001 | 0.91+001 0.92%001 | 0.57+000 0.58+000 | 0.66
PBAD 0.95+001 080£002 0.36+00s 0.37£011 0514003 0.35£008 0.33+002 | 0.86+005 0.85=£00s | 0.72£000 0.70 =000 | 0.62
AMAP 0.95+003 0.75+021 0.754+007 0.65+021 0.56=+015 0.72£015 0.754+009 | 0.97+001 0.97=£o000 | 0.77£004 0.78 =003 | 0.78
FraudGT 0.97+001 091+003 0.83+002 082+002 0.81+004 091+002 0834004 | 1.00+000 1.00=+000 | 0.94+000 0.95=+000 | 0.91
Tab-AML 0.99 000 0.94+000 0.85+000 0.85+000 0.854000 0.87=£000 0.87=x000 | 0.96+001 0.96=£000 | 0.72£000 0.63 000 | 0.86
TAML-GCN 0.98+001 0.94+003 0844002 0.79+005s 0854002 089*001 0924001 [ 0994000 0.99+000 | 0.80£001 0.79 4001 | 0.89
TAML-GAT 0.99 =000 0.95=+001 0.884002 0.79+007 0.83+o004 091+004 0.93F004 | 1.00+000 0.99+000 | 0.78 002 0.794003 | 0.89
TAML-FraudGT | 1.00 000 0.95+001 0.90+003 0.87+003 0874002 0.95+001 0.87+001 | 1.00+000 1.00=+000 | 0944000 0.95+000 | 0.94

(b) AUROC (Mean = Std). The last column denotes the mean AUROC aggregated across all datasets and time steps.

Table 1: Experimental results on money laundering classification.

e PBAD [Kumagai er al., 2021] is the GNN-based geo-
metric anomaly detection ML classification baseline.

e Diga [Li er al., 2023]! is the state-of-the-art shallow
group-aware GNN-based AML algorithm.

e AMAP [Chai et al., 2023] is the state-of-the-art deep
group-aware GNN-based AML algorithm. Like Diga it
achieves both classification and sub-network discovery.

e DenseFlow [Lin et al., 2024a] is the state-of-the-art
shallow ML sub-network discovery algorithm.

e FraudGT [Lin er al., 2024b] is the state-of-the-art
graph-transformer-based ML classification algorithm.

e Tab-AML [Oztas et al., 2025] is the state-of-the-art
tabular-transformer-based ML classification algorithm.

For a fair comparison, we include configurations of TAML
sharing the same encoders as that of the baselines when ap-
plicable. We denote said configurations by TAML-[encoder].
We have considered TAML-GAT to compare against AMAP
and Diga, TAML-GCN to compare against PBAD, and
TAML-FraudGT to compare against FraudGT. Unless speci-
fied otherwise, TAML refers to TAML-FraudGT.

Datasets

Elliptic++ [Elmougy and Liu, 2023] contains real Bitcoin
transaction data, and extends Elliptic [Weber er al., 2019]
with account information. It contains transaction graphs cor-
responding to 49 time steps (weeks), but due to a change in
the network structure, only the first 42 are usable [Weber et
al., 2019]. There are 822.942 accounts, described by 55 fea-
tures each, and 2.868.964 transactions with 182 features each.
14.266 accounts are labeled as 1, 251.088 are labeled as 0,
and 557.588 have no label. That is, a class skew of 5, 38%.

"We were unable to reproduce Diga’s originally reported classi-
fication performance due to convergence issues during training.

SAML-D [Oztas et al., 2023] is a synthetic dataset con-
taining 9.504.852 transactions over 11 time steps (months),
described by 10 features each. Based on the raw transaction
data, we built 11 directed attributed graphs, containing a total
of 856.951 accounts, described by 19 features, out of which
2.470 accounts are labeled as 1 and 854.481 are labeled as 0.
That is, a class skew of 0, 288%.

IBM-AML [Altman et al., 2023] is a collection of files con-
taining synthetic financial transactions simulated in a finan-
cial ecosystem where individuals, companies, and banks in-
teract. We selected the HI-Small_Trans.csv file. The
file contains 5.000.000 transactions over 10 different time
steps (days), described by 10 features. Based on the raw
transaction data, we built 10 directed attributed graphs, con-
taining a total of 515.000 accounts with 26 features, out of
which 5.893 are labeled as 1 and 509.107 are labeled as 0.
That is, a class skew of 1, 16%.

We derived account features and account labels in SAML-
D and IBM-AML by taking inspiration from how Elliptic++
extends Elliptic. As each dataset’s transaction feature set al-
lows for the computation of different aggregate and direc-
tional account features, the number of derived features dif-
fers per dataset. An account is labeled as 1 if it participates
in at least one transaction labeled as 1. The supplementary
material provides an extended discussion.

To prevent data leakage in all datasets, we deleted from
the training and validation sets all accounts appearing in the
test set along with all their transactions. Further, feature nor-
malization parameters were computed based solely on the
training and validation splits. We chose 70%-15%-15% train-
validation-test temporal splits for all datasets.

ML Classification Evaluation Metrics

We measure the performance of the models on ML clas-
sification with AUPRC, the area under the precision recall
curve [Boyd er al., 2013] and AUROC, the area under the re-



Data | Elliptic++ | SAML-D | IBM-AML | Mean
Time | 36 37 38 39 40 41 42 | 10 11 | 9 10 |
Diga 0.36 000 0.31 %000 0.31+000 0.31+000 0.32+000 0324000 0.35%000 | 0.27+000 0.284000 | 0.394+000 0.42+000 | 0.33
DenseFlow 0.834+000 0.92+000 0.724000 0.73+000 0.44+000 0.64+000 0.46=+000 | 0.34+000 0.354000 | 0.954000 0.75+000 | 0.65
AMAP 0.90+000 0924000 090%x001 0.86+001 0874001 087001 088*o001 | 0914002 0.90+002 | 0.65+003 0.61+002 | 0.84
TAML-GAT 0.97+000 0904002 091+001 0.85£003 0.98+000 0.97+000 0.95+003 | 1.00+000 1.00=+000 | 0.99+001 0.98+002| 0.95
TAML-FraudGT | 0.98 000 0.94+002 0.92+001 0884000 0.98=+t000 0981000 0.98+000 | 1.00+000 1.00+000 | 0.984+000 0.97+000 | 0.96
(a) P° (Mean =+ Std). The last column denotes the mean P° aggregated across all datasets and time steps.
Diga 0.76 000 0.94+000 0944000 0.90£o001 0924000 0.94=£000 0.954000 | 0.684+000 0.68=+000 | 0.65+t000 0.83+000 | 0.84
DenseFlow 0.86 =000 0.98+000 0.60+000 0.72£000 0.38+000 0.54=£000 0.37%000 | 0.35F+000 0.37=£000 | 0.40£000 0.41 4000 | 0.54
AMAP 0.96+000 0974000 0934001 083+002 0.93+001 0.92+002 0.924001 | 0.55+001 0.56+000 | 0.64+001 0.84+000 | 0.83
TAML-GAT 1.00 =000 1.00+000 0.99+003 0.99+000 1.00+000 1.00Et000 0.99+000 | 1.00+000 0.99+000 | 0.97£002 0.98+0.01 | 0.99
TAML-FraudGT | 1.00 000 1.00+t000 0.99+000 0.99+000 1.00+000 0994000 0.99=+000 | 1.00+000 1.00=+000 | 0.95+000 0.97+000 | 0.99
(b) P* (Mean = Std). The last column denotes the mean P* aggregated across all datasets and time steps.
Diga 0.06 =000 0.18+000 0.36+000 0.52+001 0.32+000 0.53+000 0.454000 | 0.62+000 0.67=F000 | 0.82+000 0.93+000 | 0.50
DenseFlow 0.034+000 0.074+000 0.15+000 0.20%000 0.12+000 0.25+000 0.174000 | 0.33+000 0.344000 | 0.46 000 0.43+000 | 0.23
AMAP 0.98 £000 0.824000 0.65+001 0.57+000 0.63+001 0.80+o0o1 0.71+002]| 0.96+t001 0.98+001 | 0.86=+001 0.94+000 | 0.81
TAML-GAT 0.334+040 0.834001 0.78+005s 0.78+002 0.59+001 0.87+002 0.644000 | 1.00+£000 1.00+000 | 0.71+014 0.79%+018 | 0.76
TAML-FraudGT | 0.82+o040 0.85+005 0.75+004 0.724010 0.58+001 0.83+003 0.64+002 | 0.99+000 1.00=+000 | 0.79+001 0.89=+000 | 0.81

(c) R* (Mean = Std). The last column denotes the mean R! aggregated across all datasets and time steps.

Table 2: Experimental results on money laundering sub-network discovery.

ceiver operating characteristic curve [Bradley, 1997]. Both
curves allow the evaluation of binary classification perfor-
mance over a range of thresholds.

For a global score of the models’ performance, we also re-
port mean AUROC and mean AUNPRC. AUNPRC, the Nor-
malized AUPRC [Boyd et al., 2012], accounts for class skew
so it can be meaningfully averaged over multiple datasets.

ML Sub-network Discovery Metrics

To assess the performance of the methods on the ML sub-
network discovery task, we calculate precision and recall
at the level of the sub-network extracted for each node.
That is, precision P, = |G NG.|/|G.f|, and recall R, =
IGF N GF|/IGF|, where G and G are the true and esti-
mated ML sub-networks, respectively. Finally, we average
the node-wise precision and recall scores over all nodes per
class. Formally, P* = 1/|V}|- 3, ¢y Pu, R" = 1/[V] |-
> vevi Ry, fori € {0,1}. Since GH={vh, Yo e Vl]y, =

0, R® = 1. Hence, R is omitted from the result tables.

5.2 Results

The presented results are averaged over 5 training rounds with
different random seeds. TAML’s hyperparameter configura-
tion is (A = 0.5,d” = 16) on Elliptic++, (A = 0.75,d" =
32) on SAML-D, and (A = 0.75,d” = 16) on IBM-AML.

ML Classification

Table 1 presents the performance of the compared methods
on the ML classification task We make two key observations.

First, the non-transformer-based configurations of TAML,
TAML-GCN and TAML-GAT, outperform every other non-
transformer-based method. In particular, TAML-GCN and
TAML-GAT greatly surpass PBAD and AMAP in terms of
mean AUNPRC and mean AUROC, respectively.

Second, the transformer-based configuration of TAML,
TAML-FraudGT, outperforms all its transformer-based com-
petitors. It surpasses FraudGT and Tab-AML by a large mar-
gin in terms of mean AUNPRC and mean AUROC. Overall,
TAML-FraudGT attains the highest performance across most
datasets, time windows, and metrics, demonstrating the best
performance on the ML classification task on average.

ML Sub-network Discovery

Table 2 shows the performance of the systems on the ML sub-
network discovery task. Two key observations can be made.
First, TAML-FraudGT achieves the highest overall per-
formance on ML sub-network discovery, and TAML-GAT
generally outperforms AMAP. TAML models the conditional
probability distribution P(y,, |y, ) by enforcing the spatial re-
lations in eq. (1) via loss £'(v) as in eq. (2). This enables it
to better distinguish between 1-to-1, 1-to-0, 0-to-1, and 0-to-0
transactions, allowing it to best balance precision and recall.
Second, we observe that shallow sub-network discovery al-
gorithms like DenseFlow or Diga’s PPR are weaker than their
machine-learning based competitors, AMAP and TAML.

5.3 Ablation Study

To evaluate the significance of each unit in TAML, we con-
duct an ablation study. To this end, we design four abla-
tion models, whose performance is summarized in Table 3.
The reported results are averaged over time steps. First,
we remove the translation unit entirely, removing TAML’s
ability for sub-network discovery. Second, we remove the
self-translation unit entirely, removing TAML’s ability for
classification. We observe that the complete model outper-
forms these two ablation models, indicating the benefit of
our joint approach to classification and sub-network discov-
ery. Third, we replace TAML'’s translation unit with Diga’s
shallow sub-network proposer. The lower ML sub-network
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Figure 3: Sensitivity analysis of TAML on Elliptic++. Metrics: AUNPRC, PV, P*, and R'. Hyperparameters: )\ and d”.

TAML units | ML classification | ML sub-net discovery
Translation  Self-trans | AUNPRC AUROC | P! p° R!
X v 0.57 0.88 - — —
v X - - 0.99 0.95 0.69
SHALLOW v 0.47 0.83 091 033 0.35
v SIMPLE 0.57 0.90 099 095 0.73
v v ‘ 0.64 0.92 ‘ 099 095 0.74

Table 3: Ablation models of TAML on Elliptic++.

| ML classification | ML sub-net discovery

Method \ AUNPRC AUROC \ P! PO R!
GCN 0.25 0.85 — — —
GIN 0.28 0.82 - - —
GAT 0.35 0.84 - - -
GATe 0.40 0.87 - - -
FraudGT 0.48 0.87 — - —
TAML-GCN 0.36 (+44%) 0.89(t5% | 0.99 0.93 0.75
TAML-GIN 0.42 t50% 0.89 9% | 0.99 094 0.73
TAML-GAT 0.45129% 090 7% | 0.99 0.93 0.69
TAML-GATe 0.50 (+25%) 0.91¢+5% | 0.99 0.94 0.72
TAML-FraudGT | 0.64 (+33%) 0.9216%) | 0.99 0.95 0.74

Table 4: TAML with different backbones on Elliptic++.

discovery results justify a machine learning-based approach
to sub-network discovery. Further, the difference in ML clas-
sification with respect to the full model illustrate the effect
that sub-network discovery performance has in classification
performance. Lastly, we simplify the self-translation unit set-
ting its backbone and virtual threshold equal to that of the
translation unit. The effect of this ablation shows that the in-
dependence of components within units is justified.

Additionally, we report the performance of TAML with
different graph encoders in Table 4. The results are aver-
aged over time steps. TAML brings significant improvements
in ML classification over the encoders trained with majority-
class undersampled binary cross entropy (BCE) loss. Further,
edge-feature-aware encoders like GAT with edge-feature ag-
gregation (GATe) or FraudGT lead to the best performance
when trained both with BCE and in TAML, which reinforces
the relevance of capturing edge feature information.

5.4 Scalability Study

To assess the scalability of TAML in the context of a real-
world financial network, we simulate increasing transaction
volumes on Elliptic++. For each, we measure TAML’s aver-
age training runtime per epoch for 100 epochs and its average
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Figure 4: Scalability of TAML on Elliptic++.

inference runtime per test account. Figure 4 depicts the re-
sults. The slowly increasing linear trend in both training and
inference runtime hint towards the practical applicability of
TAML to real-world financial networks. Further, the trend is
aligned with TAML’s time complexity. The training and test
time complexities of TAML depend linearly on deg’ , and

£, respectively. Both of these variables are O(E).

5.5 Sensitivity Analysis

We observe that TAML shows low sensitivity to A on the
synthetic datasets (see supplementary material). This is ex-
pected as these datasets are network-complete and hence both
AML tasks are theoretically equivalent. With respect to El-
liptic++, which is network-incomplete, Figure 3 shows that
TAML is slightly sensitive to the choice of A across tasks
and metrics. The best classification results are achieved for
A = 0.25 whereas the best sub-network discovery results are
achieved for A € {0.5,0.75}, which is in line with \’s role in
LramL. We propose using A = 0.5 when interested in both
AML tasks under network-incompleteness. With respect to
d", we observe across all datasets and tasks that 8 < d” < 32
generally provides enough expressiveness while avoiding the
complex geometry of high dimensional spaces.

6 Conclusion

In this work, we introduce TAML: an encoder-agnostic
translation-based AML system that is first to simultane-
ously solve ML classification and ML sub-network discovery
within the same latent space, two core tasks in the AML do-
main that were previously solved separately. Our extensive
evaluation demonstrates TAML’s practical applicability and
its superiority over the state-of-the-art in both tasks.
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