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Abstract

Risk monitoring tasks like financial fraud detection, money launder-
ing detection, and cybersecurity often involve graph-native datasets
that are characterized by extreme class imbalance and evolving
structure, as well as deployment constraints that require incremen-
tal model updates under bounded temporal memory. Despite recent
efforts in graph representation learning, the state-of-the-art Dy-
namic Graph Neural Networks (DGNNs) have several limitations:
They are either designed for class-balanced settings and (some)
offer a bounded temporal memory footprint, or are designed for
class-imbalanced settings but do not offer a bounded temporal
memory footprint. To bridge this gap, we propose HERDGNN: the
first DGNN tailored for class-imbalanced settings while keeping a
bounded temporal memory footprint. To address class imbalance,
HERDGNN integrates deviation-aware regularization pushing ab-
normal entities away from the distribution of normal ones. To
maintain bounded temporal memory, HERDGNN captures tempo-
ral information through a compact hierarchical memory whose size
is fixed and independent of graph size, enabling live-update training
without storing node-level temporal states. We evaluate the effec-
tiveness of HERDGNN on 7 large-scale real and synthetic financial
networks, under a live-update protocol, against 3 GNN baselines
and 5 state-of-the-art DGNNs. The results show that HERDGNN
achieves competitive or superior performance compared to the
competing methods, and overall strikes the best balance between
classification performance and memory consumption.
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1 Introduction

Graph learning finds applications in many risk monitoring scenar-
ios, ranging from financial fraud and money laundering detection, to
cybersecurity, or online platform security [31, 35, 52, 57, 58]. Nodes
represent entities such as accounts, users, or devices, while edges
model interactions between those entities, such as, transactions,
communications, or events. In these scenarios, the ability to identify
nodes or edges that correspond to malicious entities or interactions
is of paramount importance, yet significantly challenging, for a
number of reasons. The first is the extreme class imbalance of the
data [18, 55]. Due to the cost and latency of verification processes,
only a very small fraction of nodes or edges are typically labeled as
positive, whereas the large unlabeled pool is often used as negative
supervision in practice despite possible label contamination. The
second reason is the dynamic nature of the data [28]. Financial
transaction data evolves over time as new nodes and edges appear
and interaction patterns shift. The third is that many applications
require live-update learning, where models must be updated incre-
mentally as new data-points arrive without repeatedly revisiting
historical data [61]. Furthermore, deployment often imposes strict
compute and memory budgets, making node/edge-level temporal
representation histories difficult to maintain at scale [63].
Dynamic Graph Neural Networks (DGNNs) provide a natural
framework for representation learning on evolving graphs. How-
ever, as summarized in Table 1, existing approaches model temporal
information through mechanisms that do not simultaneously satisfy
the requirements of bounded temporal memory, live-update train-
ing, and class-imbalance-aware classification. EvolveGCN [45] and
ROLAND [61] capture temporal evolution by recurrently updating
GNN parameters or node-level representations. However, their tem-
poral mechanisms introduce scalability limitations: EvolveGCN-H
and ROLAND maintain node-level temporal states whose mem-
ory cost grows with the number of nodes, while EvolveGCN-O


https://creativecommons.org/licenses/by/4.0
https://creativecommons.org/licenses/by/4.0
https://doi.org/10.1145/3799682.3840793
https://doi.org/10.1145/3799682.3840793

Table 1: High-level comparison of the state-of-the-art DGNNs and HERDGNN.

Avoids storing node

Scalable w.r.t.

i ive- ? - ?
Model Temporal modeling states over time? V| and/or |E]? Live-update? Anomaly-aware?
WinGNN [63] Meta-learning over sliding windows v v X X
EvolveGCN-O [45] Evolving GCN weights over time v X X X
EvolveGCN-H [45] Evolving node embedding over time X v X X
ROLAND [61] Recurrent updates of node embeddings X X v X
HawkGNN [47] Snapshot fusion + Hawkes time decay v X X X
ABNet [27] Temporal feature-difference learning + meta-learning X X X 4
HERDGNN (Ours) Snapshot GNN + Hierarchical memory v v v 4

evolves model parameters and is not designed for class-imbalance-
aware anomaly detection. SFDyG/HawkGNN [47] avoids persistent
node-level histories by fusing snapshots within a temporal window
and applying Hawkes-process-inspired time decay, but its tempo-
ral computation still depends on the windowed graph structure.
WinGNN [63] similarly does not maintain explicit node embedding
histories, but it captures temporal dependencies through random-
ized sliding-window meta-learning and multi-step gradient updates.
Finally, ABNet [27] explicitly targets anomaly detection under sam-
ple imbalance, but its temporal feature processing, anomaly aug-
mentation, and meta-learning components do not yield a bounded
temporal memory footprint. Therefore, existing DGNNs do not
jointly provide bounded temporal memory, live-update learning,
and class-imbalance-aware classification.

To address these limitations, the first DGNN that is tailored for
class-imbalanced classification on discrete-time dynamic graphs
that combines live-update learning with graph-size-independent
persistent temporal memory. Our model, named HERDGNN (Hybrid
Error-Guided Regularization with Deviation GNN) handles class
imbalance by exploiting a deviation-inspired regularizer for the
cross entropy loss that draws inspiration from the deviation net-
works [44]. Specifically, in addition to cross entropy supervision,
HERDGNN maintains online estimates of the distribution of nega-
tive instances and encourages positive instances to deviate toward
the tail of said distribution.

To maintain a bounded temporal memory overhead, HERDGNN
captures temporal information through a compact hierarchical
memory whose size is fixed and independent of the graph size,
enabling live-update training without storing node-level temporal
states. HERDGNN is trained in a streaming fashion. At a time step
t, HERDGNN processes the ¢-th graph snapshot using a static GNN
and models temporal evolution through a fixed-size layer-wise
memory that modulates the GNN parameters across snapshots.
It does not require storage of node-level temporal histories nor
revisiting past snapshots, yielding a temporal overhead that is in-
dependent of the dynamic graph size.

To evaluate the effectiveness of HERDGNN, we compare it to
three static GNN baselines and five state-of-the-art DGNN families,
comprising eleven system variants in total, on seven large-scale
real-world and synthetic graph benchmarks. The results show that
HERDGNN strikes the best balance between classification perfor-
mance and memory consumption. Overall, the contributions of this
work are as follows:

e We propose HERDGNN, a DGNN for class-imbalanced clas-
sification on discrete-time dynamic graphs, with a fixed-size
layer-wise temporal memory that generates GNN param-
eters across snapshots, enabling live-update learning with
graph-size-independent persistent memory.

e We integrate deviation-aware regularization to address ex-
treme class imbalance without storing historical risk scores.

e We provide an extensive evaluation showing that HERDGNN
achieves a favorable trade-off between classification perfor-
mance and memory consumption.

In what follows, after positioning our approach with respect to
the related work (Section 2), we present our solution (Section 3
and 4), and its performance evaluation (Section 5).

2 Related Work

Anomaly detection in graphs is a well-established research area
motivated by high-impact applications in cybersecurity, financial
fraud monitoring, and social platforms [17, 39]. In dynamic graphs,
some works target the streaming setting, prioritizing through-
put and bounded memory via randomized and sketch-based tech-
niques [1, 4, 5, 12, 20, 21, 30, 40, 48, 60]. Ranshous et al. [48] in-
troduced one of the earliest sketch-driven approaches for edge
streams, using Count-Min Sketch [15] to approximate structural
statistics with bounded error and enable memory-efficient scoring
at high throughput. Building on this paradigm, MIDAS [4] detects
abrupt temporal bursts in node/edge activity by providing theoreti-
cal control over false-positive rates, while AnoEdge [5] generalizes
sketching to higher-order patterns by representing dense interac-
tion structures as submatrices. SedanSpot scores incoming edges
using randomized random-walk views [20]. SpotLight employs
sketching with random projections and streaming histograms to
track the emergence and disappearance of dense substructures [21].
StreamSpot detects anomalous subgraphs via shingling and local-
ity sensitive hashing [29, 40]. AnomRank ranks anomalies based
on temporal changes in personalized PageRank centrality [43, 60].
Despite their efficiency and favorable theoretical properties, these
methods largely rely on hand-crafted statistics and provide limited
capacity for representation learning.

In addition to sketch-based streaming methods, many recent ap-
proaches rely on GNNs as learned encoders for graph anomaly de-
tection, since neighborhood aggregation can capture higher-order
structural and attribute patterns beyond hand-crafted statistics.
Typical backbones include GIN, GAT, and GraphSAGE [24, 54, 59],



which can be used with snapshot-level encoders or as the structural
backbone inside temporal GNN frameworks.

For discrete-time dynamic graphs, a common formulation repre-
sents the evolution as a sequence of snapshots. Discrete-time based
GNNss such as EvolveGCN [45] and ROLAND [61] model temporal
evolution by updating GNN parameters or node representations
across time. However, many such designs maintain node-level tem-
poral states or cached embeddings, which can induce substantial
memory growth and limit scalability in large graphs. HawkGNN
(SFDyG) [47] mitigates explicit history storage by fusing multi-
ple snapshots within a sliding window and applying time-decayed
message passing motivated by the Hawkes point process [26]. Nev-
ertheless, the fused representation and associated computation can
still scale with graph size and window edge size. WinGNN [63]
proposes an encoder-free alternative based on meta-learning over
randomized sliding windows inspired by MAML [23], where gradi-
ents from consecutive snapshots are aggregated to enable temporal
adaptation.

Several discrete-time based GNNs are tailored specifically to un-
supervised anomaly detection in evolving graphs. AddGraph [62]
combines GNN embeddings with recurrent updates [13] and at-
tention [53] to capture spatiotemporal patterns, but requires re-
taining historical embeddings across time steps. StrGNN [10] im-
proves edge-level detection through informative subgraph extrac-
tion and spatiotemporal prediction. Unsupervised approaches such
as AddAG-AE [41] and FuSAGNet [25] use reconstruction and fore-
casting objectives to detect anomalies as deviations from expected
evolution, while transformer-based designs such as TADDY [37]
model long-range dependencies with higher computational cost.
More recently, ABNet [27] addresses anomalous node detection in
dynamic graphs under severe sample imbalance. It introduces a
temporal feature-difference extractor to reduce representation bias
toward normal nodes, an anomaly augmentation module based on
discrete wavelet transforms and autoencoder perturbations to en-
rich rare anomalous samples in evolving graph structures. Although
ABNet is explicitly anomaly-aware, its reliance on multi-snapshot
feature processing, anomaly augmentation, and meta-learning in-
troduces extra runtime memory and computation, which may limit
its applicability to large-scale dynamic graph settings.

Continuous-time based GNNs operate on fine-grained, times-
tamped interaction streams, learning temporal embeddings by sam-
pling historical neighborhood events and aggregating them with
time-aware encoders or event-driven message passing [14, 16, 49].
Recent works such as SAD [51] and GADY [38] adopt this paradigm
but differ in learning strategy. SAD leverages limited supervision
via a temporal encoder with a time-aware memory bank and pseudo-
label contrastive learning via deviation loss [44], whereas GADY is
fully unsupervised and augments continuous-time message passing
with adversarially generated negatives. A key limitation is scal-
ability since the set of relevant historical interactions can grow
rapidly, causing temporal neighborhood explosion and substan-
tially increasing both memory footprint and computation.

Existing Dynamic GNNs [45, 49, 61, 62] vary in the handling
of temporal dependencies, memory, and supervision, which either
incur graph-size-dependent memory costs or rely on fully super-
vised settings that are impractical for large, evolving graphs. We
address these limitations by combining snapshot-based learning

with a bounded-parameter temporal mechanism and a classification
objective augmented with anomaly-detection—inspired regulariza-
tion, enabling scalable live-update learning under extreme class
imbalance.

3 Preliminaries and Problem Statement

We consider both node-level and edge-level classification tasks on
a discrete-time dynamic graph under extreme class imbalance and
limited memory. Formally,

Definition 3.1. A discrete-time dynamic graph is a collection G =
{Gt}thl, where G; = (V,, &) is a graph with node set V; and
edge set & C V; X V,. An edge ef,j = (v},0') € &; indicates an
interaction between nodes v; € V; andv; € V; during time window
t € {1,...,T}. Nodes and edges may have attributes. Fixed a time
window ¢, the node and edge attribute matrices are denoted as X,

and Xg,, respectively.

PROBLEM 1 (NODE/EDGE-LEVEL CLASSIFICATION ON A DISCRETE—
TIME DYNAMIC GRAPH UNDER EXTREME CLASS IMBALANCE AND LIM-
ITED MEMORY). Let G = {G,}1_, be a discrete-time dynamic graph
andY = {Yt}tT:l be a collection of vectors where Y, € {0, 1}1V¢! (resp.,
Y; € {0, 1}61) contains the labels of the nodes (resp., edges) of graph
G;. Each component y!, (resp., y.) of vector Y, indicates whether a
node v (resp., edge e) is malicious at time t, denoted y', = 1, (resp.,
y. = 1) or if it has no verified positive label y', = 0 (resp., y. = 0). We
operate under the extreme class imbalance assumption. That is, the
number of malicious entities is significantly lower than the number of
normal entities. Let M be the number of available memory slots and
dp their memory size. The goal is to learn a scoring function sy(-),
while restricting the temporal memory overhead carried across snap-
shots to a budget of M - d,,, during the learning process, such that given
an unlabeled node ™! (resp., edge e’ *') that belongs to the unseen
graph Gry1, we can predict its label as §j(v7*) = I{sp(s7*') = 7},
(resp., §(eT™) = I{sg(eT*!) > 7}). FunctionI(-) denotes the indicator
function and v € Ry is a threshold.

Problem 1 is also referred to as node/edge-level anomaly detection
on a discrete-time dynamic graph under limited memory. Under this
naming convention, the anomalies refer to the malicious entities.
In what follows, we will use these names interchangeably.

4 A DGNN for class-imbalanced classification
on discrete-time dynamic graphs
We describe the HERDGNN architecture, its training and inference

modes, and, finally, we provide a comparative memory complexity
analysis against the state-of-the-art DGNNs.

4.1 The HERDGNN Architecture

4.1.1 The Snapshot-based GNN Backbone. Let G = {G,}tT:1 be a
discrete-time dynamic graph. For each snapshot G;, HERDGNN
exploits an L-layer message-passing GNN to compute node embed-
dings. Formally,

HY = |nD R le{o,...,L}, 1)

v‘(V[‘ >

denotes the matrix of node embeddings at layer I/, where Hio) =Xq,.
The final node embedding matrix corresponds to H; := HEL). The
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Figure 1: The HERDGNN architecture depicting both the training and the inference phases

hidden representation of node v € V; at layer I, denoted hi,l), is
given by

B = oW - AGGY (K [ue MU 61). @

where AGG") () is a permutation-invariant aggregator, N (v) de-
notes the set of neighbors of v in G, o(+) is a non-linear activation
function, and Wt(l) are the [-th layer GNN weights used at time ¢.

4.1.2  The Hierarchical Temporal Memory. To avoid graph-size-
dependent temporal storage, HERDGNN models temporal evolution
through a fixed-size, layer-wise memory that controls how each
GNN layer evolves across snapshots.

Specifically, for each GNN layer [ € {1,...,L}, we maintain a
persistent layer-level memory vector

m" eRdm, 4, eN. 3)

The size of the memory vectors of all layers is the same and is
controlled only by a hyperparameter d,,, and hence it does not grow
with |V;] or | & .

For each layer /, the memory is initialized as
m'" =0 e R, (4)

At snapshot t, the memory is updated through a lightweight recur-
rent transition:
1} l 1
mf = gl (ml") ), ®)

where gb,(,fgm denotes the complete recurrent transition applied to
the previous memory state and is implemented using a lightweight
GRU-based update for layer [.

To generate the time-dependent layer parameters, HERDGNN
uses a layer-specific linear weight generator:

11 =g (mf?) = A m + b0 ©
W'D = Reshape (0;1)) . ()

Here, g(l) denotes the layer-specific parameter generator, while

AD and b® are its learnable parameters. The operator Reshape(-)

maps the generated vector GEI) to the weight-tensor shape required
by the selected GNN operator. The resulting tensor Wﬁl) is then
used in Equation (2) to perform message passing at snapshot .

4.2 Training and Inference in HERDGNN

HERDGNN has two prediction heads, a classification and a devi-
ation head. The classification head is used both during training
and inference, while the deviation head is exclusively used dur-
ing training. The sole purpose of the deviation-head is shaping
the risk-score distribution to better cope with extreme class im-
balance. HERDGNN is trained and tested following a live-update
protocol [61]. In the following, we detail the training and inference
phases of HERDGNN.

4.2.1 HERDGNN Training. HERDGNN is trained with two opti-
mization objectives: A weighted binary cross entropy loss and a
deviation-based regularizer that is applied to an auxiliary risk score.

For node-level prediction, given the final node embedding of a
labeled node u at time ¢, denoted h;,,, we compute a classification
logit denoted by 0;,, € R and an auxiliary risk logit denoted by
r+u € R. Formally,

Otu = C‘lls(ht,u), ®)
Ttu = f;i‘;v(ht,u), )

Similarly, for edge-level prediction, given a labeled edge e =
(u,v), we form the edge representation

Zte = [ht,u”ht,v”Xt,e]s (10)

where x; . is the edge feature vector and || denotes vector concate-
nation. The edge classification logit and risk logit are computed
analogously to that of the node-level setting. That is,

Ote = f;i(zt,e): (11)
Tte = ]:ﬁv(zz,e)- (12)



To address class imbalance, we use a positive-class weighted
binary cross entropy loss. Formally,

Lcls(t) |Q |

i€Q;
(13)

where Q; denotes the supervised entities in snapshot G;. For the

node-level task, Q; is the set of labeled nodes in V};, and for edge-

level task, Q; is the set of labeled edges in &;. Further, ; denotes

the positive-class weight defined as

NS
Nf+¢

ﬁt = (14)

where € > 0 is a small constant that is introduced to ease numerical

stability and
Ny = Z Yu.i

i€eQy

" =1Q| - N/ (15)

Even though the weighted cross entropy as defined in Equa-
tion (13) addresses class imbalance locally through class weights,
it does not explicitly shape the distribution of the anomaly scores.
To further separate anomalous entities from the majority normal
class, we introduce a deviation-based regularizer that is inspired
by the deviation networks [44]. The regularizer assumes that the
auxiliary risk logits of normal entities follow a (y, 0;)-Gaussian
distribution and encourages anomalous entities to lie in the tails of
this distribution!.

To avoid storing historical risk scores, HERDGNN maintains run-
ning estimates of (p, 0;). These estimates are updated recursively
by merging the estimates at time ¢ with those at ¢ — 1. Formally,

e = (1= )1 + ©fly, (16)
o7 =(1-w) [oFy + (-1 — p)?| + 0 [67 + (e — p)?], (17)

where w € (0,1) is a blending factor controlling the contribution
of the current snapshot and

. 1
fe = m Z Tt (18)
1 ie?
Z (rei = )’ (19)
lEQO

Here,

Q' ={ieQ :y,; =0}, and Q; ={ie Q:y,; =1}  (20)

denote the set of normal and respectively anomalous supervised
entities in snapshot G;, respectively. In our setting, entities without
a verified positive label are assigned to Q2. This set may therefore
contain undetected anomalies, but under extreme class imbalance it
is assumed to be dominated by normal entities. Further, r; ; denote
the risk logit described in Equation (9) for node-level tasks and in
Equation (12) for edge-level tasks. The temporal update mechanism
described in Equations (16) and (17) is highly efficient as it provides
a compact summary of the normal risk-score distribution without
the need of retaining past scores.

This approximation is not intended as a strict distributional assumption, rather, it
provides a memory-efficient way to standardize risk scores and define an adaptive
deviation margin under streaming updates.

[ﬁtyt,i log o(0r:) + (1 —yei) log(1 - a(ot,,-))] ,

Based on the aforementioned estimates, the deviation regularizer
penalizes normal entities that deviate far from the normal-score
mean and penalizes anomalous entities whose deviation is smaller
than a pre-defined margin y;. Formally,

Laer(t) = 15 |Z a

Zmax(o ye—di),  (21)

icQ!l
where
’
di; = M (22)
o+ €

is the absolute standardized deviation of entity i. The margin y; is
selected according to the anomaly ratio in the current supervised
snapshot. We set

Z). (23)

ve=oo (1_ 2

where 1, = % and ®~! is the inverse cumulative distribution
function of the standard normal distribution. Thus, rarer anomalies
require the regularizer to enforce a larger standardized deviation
from the normal-score distribution.

The final optimization objective at snapshot ¢t combines the
weighted binary cross entropy loss and the deviation-based regu-
larizer via a hyperparameter A > 0 that controls the strength of the
regularization. That is,

L(1) = Las(t) + A-Laev (1) (24)

Algorithm 1 HERDGNN Training and Inference

Require: A discrete-time dynamic graph G = {Gi,...,Gr}
with corresponding label vectors {Y1,...,Yr} (at the node
or edge level), a GNN fp with hierarchical memory M =
{M(l), LMD }, deviation loss weight A, parameter w.

Ensure: The updated GNN fj and classification predictions Y,

1: Initialize deviation statistics (g, o) using G;

2 fort <~ 2to T do

3 Split the labels of G;-; into Y}r_ail" and Y‘t’ill cY,,

4: best_score < 0

5 repeat »> Training phase: Train the HERDGNN model on
snapshot Gsq

6: Yt L tr_am — fo(Gr-1; M)

7: Lys — CLASSIFICATIONLOSS(f’tmin y/rain)

8: Lgey < DEVIATIONLOSS (ri™in, Y120, )y )

9: L« Lys+ A+ Lgey

10: 0 < OpPTIMIZERSTEP(0, VyL)

11: val_score «— EvALUATE(Y'*,Y'%)  »e.g, AUNPRC
12: if val_score < best_score then

13: break > early stopping
14: end if

15: best_score < val_score

16: until maximum number of epochs reached

—_
=

Yi — f3(Ges M)
next snapshot G;
18: (4, 0) « UPDATEDEVIATIONSTATS (1, 0, @)
19: end for

> Inference phase: Run HERDGNN on




4.2.2 HERDGNN Inference. At inference time, HERDGNN only
relies on the classification head to make predictions. Given a target
entity i (node or edge depending on the task), the predicted anomaly
probability is
Pri=0(0r:). (25)
Here, o(-) denotes the sigmoid function and o;; is the classifica-
tion logit described in Equation (8) for node-level tasks, and Equa-
tion (11) for edge-level tasks. Last, a binary prediction for entity i
is obtained as
Gei = Hpri 2 1}, (26)
where 7 is the decision threshold.
The pseudocode of the training and inference routines is pro-
vided in Algorithm 1.

4.3 Space Complexity Analysis

HERDGNN maintains a persistent temporal state that is indepen-
dent of the size of the input graph G. To support long, high-throughput
graph streams under tight memory budgets, HERDGNN adopts an
incremental (live-update) training protocol inspired by truncated
backpropagation-through-time [61]. At time ¢, the model is updated
using only the information available at the current snapshot Gy,
without storing previous snapshots. The only state that is carried
across time consists of the model parameters, the layer-wise mem-
ory {M;l)}IL:l, and the deviation-statistics scalars (y;, 0;) used by
the deviation-aware objective.

As mentioned, HERDGNN does not cache historical node embed-
dings {Hg) }z<t- Rather, each layer maintains a fixed-size memory
vector mfl) € R%~ that is independent of |V;| and |&;|. Therefore,
the temporal memory overhead is O(L - d;,) with dy,, < n. Besides,
HERDGNN uses O(LdZ) memory for the GRU parameters used to
update the hierarchical memory, and O(Ld,, f?) for the trainable
full linear generator in Eq. (7), which maps each memory vector to
the GNN layer parameters.

Table 2 presents a comparison between HERDGNN and DGNNs
like DySAT [50], EvolveGCN [45], ROLAND [61], SFDyG [47] and
ABNet [27]. It summarizes the per-snapshot working memory re-
quired for training/update and the size of the persistent temporal
state maintained across time. As shown in the last column of Ta-
ble 2, most DGNN baselines maintain persistent temporal states
that scale with the number of nodes n, the number of edges e, or
the temporal window length S. In contrast, HERDGNN carries only
O(Ld,,) fixed-size layer-wise memory across snapshots. Thus, its
persistent temporal state is independent of graph size and window
length, making it more suitable for large-scale live-update learning.

5 Experimental Evaluation

We evaluate HERDGNN on 7 dynamic graph benchmarks covering
both node-level and edge-level anomaly detection tasks. We com-
pare against 3 static GNN baselines, namely GCN [33], GIN [59], and
GAT [54], and several dynamic graph learning baselines, including
EvolveGCN [45], ROLAND [61], WinGNN [63], HawkGNN [47],
and ABNet [27]. Considering different variants of these methods,
our evaluation contains a total of 11 competing baselines.

To reflect a realistic streaming deployment scenario, we adopt
a live-update evaluation protocol [61]. At each time step ¢, each
model is updated using only the currently observed snapshot G;.

After this update, the model is evaluated on the next snapshot G;1.
This protocol avoids training on future snapshots and does not
require repeatedly revisiting the full historical graph sequence.
All experiments were conducted on a server equipped with In-
tel(R) Xeon(R) Gold 6238R CPUs @ 2.20GHz and NVIDIA A100-
PCIE-40GB GPUs. We implemented all models using PyTorch [46]
and PyTorch Geometric [22]. Our code is publicly available at
https://github.com/fafal-abnir/Herd GNN

5.1 Experimental Setup

5.1.1 Compared Methods. We compare HERDGNN against both
static and dynamic GNN baselines. The static GNN baselines are
GCN [33], GIN [59], and GAT [54]. The DGNN baselines include
EvolveGCN [45], ROLAND [61], WinGNN [63], HawkGNN [47],
and ABNet [27]. In the case of ROLAND, we evaluate its moving-
average, GRU, and MLP update variants. For HawkGNN, we evalu-
ate the GCN and GAT backbone variants.

HERDGNN uses a GIN backbone. Further, we set the deviation
regularization coefficient to A = 0.05 (fixed across all datasets for
the main results in Table 4), the number of training epochs per
snapshot to 200, dropout to 0.1, the Gaussian blending factor to
® = 0.9, the hidden dimension to 128, and the memory dimension
to 256.

For a fair comparison, we use the same hidden dimension across
all methods and set the backbone GNN to GIN (HERDGNN'’s back-
bone) for all systems except for HawkGNN whose architecture is
not straightforwardly transferrable to other encoders. Further, all
systems are evaluated under the same live-update protocol, hard-
ware environment, hidden dimension, learning rate, dropout, and
other shared training hyperparameters. For method-specific hyper-
parameters, such as temporal window size or update parameters,
we use the recommended settings from the original papers. All
models are optimized using Adam [32].

5.1.2  Datasets. We evaluate the effectiveness of HERDGNN on a
diverse range of real-world and synthetic dynamic graph datasets
spanning social and financial crime domains. The statistics of the
considered datasets are summarized in Table 3. Specifically, we
conduct our experimental evaluation on the following datasets:
Reddit: We use the Subreddit Hyperlink Network [34], where nodes
are subreddits and directed edges are hyperlinks between posts,
annotated with timestamps, sentiment labels, and text features. We
consider both title and body based networks as edge-level anomaly
detection tasks.

DGraphFin: DGraphFin [28] is a large-scale dynamic financial
graph from Finvolution, with users as nodes and emergency-contact
relations as directed edges. Labels define a highly imbalanced node-
level anomaly detection setting.

Elliptic++: Elliptic++ [18] extends Elliptic [56] with improved la-
bels and temporal granularity for crypto transactions. Only a subset
of nodes are labeled, reflecting practical AML conditions.
Ethereum Phishing: In the Ethereum Phishing dataset [11] veri-
fied phishing addresses are expanded via a second-order BFS and
temporally filtered, yielding a node-level anomaly detection task.
SAML: SAML [42] is a large-scale synthetic AML dataset generated
by an enhanced simulator modeling laundering typologies. It is used
for edge-level anomaly detection under extreme class imbalance.
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Table 2: Memory complexity and temporal memory overhead of DGNNs. Here, n is the number of distinct nodes, e is the
maximum number of edges per snapshot, f is the hidden dimension, L is the number of GNN layers, and S is the temporal

window length.

Model Memory Complexity Temporal Memory Overhead

WinGNN O(L(nf +ef) + Lf* + B*) Additional B* buffers for loss/gradient accumulation/multi-step meta-updates
DySAT O(SL(nf + ef) + Lf? + nSf + nS?) Window buffer of nS node embeddings and nS? temporal-attention maps
EvolveGCN-O O(L(nf +ef) + Lf?) O(Lf?) previous GCN weights + O(Lf?) GRU/LSTM parameters
EvolveGCN-H O(L(nf +ef) + Lf?) O(Lnf) hidden node embeddings + O(Lf?) GRU/LSTM parameters
ROLAND-MLP O(L(nf +ef) + Lf?) O(Lnf) hierarchical node embeddings + O(Lkf?) where k is the MLP layer depth
ROLAND-GRU O(L(nf +ef) + Lf?) O(Lnf) hierarchical node embeddings + O(Lf?) GRU parameters
ROLAND-Moving O(L(nf +ef) + Lf?) O(Lnf) hierarchical node embeddings

SFDyG-F O(L(nf +ef) + Lf% + |E*|) |E*| Hawkes excitation weights where |E*| ~ eS

ABNet O(SL(nf +ef) + Snf + S|A|f + B*) O(Snf) temporal node embeddings across snapshots + B* for projection-based learning
HERDGNN (Ours) O(L(nf +ef) + Ld2 + Ld,nf?) O(Ld,,) fixed-size memory cells + O(Ld?,) GRU parameters

Table 3: Dataset Characteristics

Dataset Name # Nodes #Edges SnapshotFreq. #Snapshots Anomaly Ratio Anomaly Task
Elliptic++ 203,769 234,355 Biweekly 49 2% Node-level
DGraphFin 3,700,550 4,300,999 Weekly 116 0.4% Node-level
Ethereum Phishing 2,737,308 12,417,592 Monthly 19 0.043% Node-level
Reddit-Body 35,776 286,561 Weekly 178 7% Edge-level
Reddit-Title 54,075 571,927 Weekly 178 11% Edge-level
AMLWorld 515,080 5,078,345 Daily 10 0.102% Edge-level
SAML 855,460 9,504,852 Weekly 45 0.1038% Edge-level

AMLWorld: AMLWorld [2] is a collection of synthetic AML trans-
action graphs released by IBM Research. We use the Small-HI
variant as an edge-level benchmark with rare illicit transactions.

5.1.3  Evaluation Metrics. We measure the performance of the mod-
els on classification with AUPRC, the area under the precision recall
curve [8] and AUROC, the area under the receiver operating char-
acteristic curve [9]. Both curves allow the evaluation of binary
classification performance over a range of thresholds. For a global
score of the models’ performance, we report mean AUROC and
mean AUNPRC. AUNPRC, the Normalized AUPRC [7], accounts
for class skew so it can be meaningfully averaged over multiple
time steps 2 . We discard the first five windows as a warm-up period
before reporting metrics.

5.2 Results

Table 4 reports mean AUROC and mean AUNPRC averaged across
all snapshots for every dataset. We make two key observations
with respect to HERDGNN. First, we note that HERDGNN is the
only approach that remains competitive on all datasets without en-
countering out-of-memory (OOM) or excessive time (OOT) failures.
In fact, HERDGNN strikes the best balance between classification
performance and memory consumption.

2Some prior studies on money-laundering benchmarks such as AMLWorld and SAML
like FraudGT [36] and GFP [6] reported high F1 scores even with standard GNN
encoders (GAT, GIN, ...). A key factor is the evaluation setting: these works typically
assume access to the entire transaction graph and construct train/validation/test splits
by randomly/time partitioning edges(60/20/20). This setup allows message passing to
leverage structural signals that would not be available in deployment scenarios where
graphs evolve over time or new nodes/edges appear.

Second, HERDGNN achieves the best or near-best performance
on most datasets, with particularly strong results on large-scale and
highly imbalanced datasets. In terms of mean AUNPRC, HERDGNN
achieves the best performance on Elliptic++, DGraphFin, Ethereum-
Phishing, SAML, and AMLWorld, and ties the best result on Reddit-
Body. In terms of mean AUROC, HERDGNN achieves the best per-
formance on DGraphFin, Ethereum-Phishing, and SAML, ties the
best result on Elliptic++, and remains competitive on Reddit-Body
and AMLWorld. On Reddit-Title, HawkGCN obtains the strongest
performance, while HERDGNN remains among the competitive
methods.

Regarding the OOM/OOT issues encountered by competing
methods, WinGNN performs multi-step meta-updates over a sliding
window and accumulates gradients across snapshots. Hence, the
increase in window length results in an increase in the number
of inner-loop updates and, consequently, the overall training time.
This leads to OOT issues. HawkGNN fuses multiple snapshots and
assigns learnable Hawkes excitation weights to the edges within the
fusion window. The number of such weights grows approximately
linearly with the number of fused edges. Hence, the parameter
and activation footprint can become large during training, caus-
ing OOM during backpropagation. Finally, all ROLAND’s variants
maintain a node-level temporal state influenced by the previous
snapshot embeddings for all nodes at each GNN layer. This layer-
wise storage increases with the number of nodes and the number of
layers, triggering OOM on large graphs during the training phase.
Additionally, as shown in Figure 2, updating these per-node hidden
states at every snapshot introduces a substantial overhead which
results in increasing per-epoch training runtime.



Table 4: Experimental results averaged across snapshots. Values are reported as mean + standard deviation over snapshots.
OOM denotes out-of-memory, and OOT indicates that training did not finish within 8 hours.

Model/Dataset Reddit-Title Reddit-Body  Elliptic++  DGraphFin Ethereum-Phishing SAML AMLWorld
Mean AUROC
GCN 0.71 £0.05 0.63+£0.05 0.76+0.15 0.75+0.01 0.69 £0.13 0.73£0.13 0.85 +0.02
GIN 0.72 £0.06 0.62+0.05 0.77+0.12 0.77 £0.01 0.65+£0.11 0.72 £0.12 0.84 +£0.03
GAT 0.72 £0.03 0.64 +0.05 0.80 +0.16 0.75+0.01 0.66 £0.12 0.74 £0.03 0.84 +£0.02
EvolveGCN-O 0.81+0.04 0.64+0.06 0.77x0.13 0.78+0.01 0.69£0.10 0.79 = 0.05 0.82+0.03
ROLAND-mlp 0.82+£0.03 0.61+0.06 0.76 +0.13 OOM OOM OOM O0T
ROLAND-moving  0.86+0.05  0.63+0.05 0.56 +0.14 OOM OOM OOM 00T
ROLAND-gru 0.86 +0.02  0.66+0.07 0.83+0.14 OOM OOM OOM 00T
HawkGCN 0.93 £0.01 0.69+0.05 0.68+0.12 OOM OOM 0.77 £0.03 0.88 £0.01
HawkGAT 0.81 £0.06 0.62+0.04 0.75%0.11 OOM OOM 0.84 +0.02 0.85+£0.01
WinGNN 0.77 £0.11 0.57£0.03  0.60+0.13 O0T 00T 0.68 £0.18 0.65 £ 0.06
ABNet 0.90 +0.05 0.58 £ 0.06 OOM OOM OOM OOM OOM
HERDGNN (Ours)  0.88 +0.03 0.68+0.05 0.83+0.12 0.84+0.03 0.75 £ 0.09 0.90 £ 0.02 0.86 +0.03
Mean AUNPRC
GCN 0.23 £0.06 0.09+£0.03 0.19%+0.16 0.03 +0.002 0.002 £ 0.002 0.004 £ 0.005  0.007 £ 0.004
GIN 0.27 £ 0.07 0.08£0.03 0.18+0.15 0.03 +0.003 0.003 + 0.004 0.004 £ 0.005  0.005 £ 0.003
GAT 0.23 £0.04 0.09+0.03 0.22+0.15 0.03+0.001 0.002 + 0.002 0.005 £ 0.006  0.007 £ 0.004
EvolveGCN-O 0.35+0.05 0.10 £ 0.04 0.19 £0.13  0.03 + 0.001 0.002 + 0.001 0.007 +£0.003  0.004 + 0.002
ROLAND-mlp 0.40 = 0.08 0.08+0.03 0.17£0.15 OOM OOM OOM 00T
ROLAND-moving  0.43 +0.1 0.09£0.02  0.05+0.08 OOM OOM OOM O0T
ROLAND-gru 0.45+0.05 0.11+0.03 0.24+0.18 OOM OOM OOM 00T
HawkGCN 0.56+£0.04 0.12+0.04 0.05+0.10 OOM OOM 0.007 £0.005  0.006 + 0.003
HawkGAT 0.34 £0.04 0.09+0.03 0.07+0.11 OOM OOM 0.010 +£0.006  0.004 + 0.002
WinGNN 0.27 £0.08 0.06 +0.01 0.04 +0.08 O0T 00T 0.003 +£0.002  0.002 + 0.002
ABNet 0.49 £ 0.09 0.08 +0.04 OOM OOM OOM OOM OOM
HERDGNN (Ours)  0.48 + 0.05 0.12+0.05 0.28+0.18 0.09+0.03 0.005 + 0.004 0.013 +0.006 0.010 + 0.007

Table 5: Ablation study on Elliptic++ and SAML.

Components Elliptic++ SAML

M I D | AUNPRC AUROC AUNPRC AUROC
v v/ 0.28 0.83 0.013 0.90
v X v/ 0.20 0.78 0.007 0.79
X v Vv 0.24 0.78 0.011 0.87
o/ X | 02 081 0012 087
X v X 0.23 0.78 0.009 0.84
XX 0.20 0.78 0.005 0.76
X x Vv 0.21 0.76 0.005 0.70
X X X 0.19 0.77 0.004 0.72

5.3 Ablation Study

To evaluate the contribution of each component in HERDGNN we
conduct an ablation study. To this end, we design 7 ablation mod-
els in which some of the components of HERDGNN are removed.
Specifically, the hierarchical memory module (M), the incremental
fine-tuning strategy (I), the deviation-based loss regularization and
the blending mechanism (D). The results of the ablation models on
Elliptic++ and SAML are reported in Table 5. Marks v//X indicate
whether a component is active/inactive.

Generally, the obtained results confirm our design choices. We
observe that the complete model outperforms the ablation models
on both datasets, indicating the importance of every component.

More specifically, removing incremental training (I) causes a dra-
matic drop in mean AUNPRC and mean AUROC, showing the
importance of live updates. Removing the hierarchical memory
module (M) results in a substantial decrease of mean AUNPRC
and mean AUROC, indicating the importance of the hierarchical
memory. Further, disabling the deviation-aware regularization (D)
consistently hurts AUNPRC, confirming that deviation-aware su-
pervision brings value under extreme imbalance.

Training Time per Epoch

Dataset
[ Elliptic++
[ RedditTitle

HawkGCN

Our (Mem=False)

Oour (Mem=True)

WIinGNN

Roland (GRU)

0 250 500 750

1000 1250 1500 1750 2000
Time (ms)

Figure 2: Training time on Elliptic++ and RedditTitle.



Table 6: Total parameters and buffers across datasets and models. Each entry is reported as parameters / buffers. Ours-NoMem
denotes our method without memory, while Ours-M64, Ours-M128, Ours-M192, and Ours-M256 denote our method with
memory dimensions 64, 128, 192, and 256, respectively. Roland-GRU, Roland-MLP, and Roland-Mov denote Roland with

different update mechanisms.

Ours-NoMem Ours-M64 Ours-M128 Ours-M192 Ours-M256 Roland-GRU  Roland-MLP  Roland-Mov HawkGCN WinGNN ABNet

Dataset

RedditTitle 73K/ - 23M/-  45M/-  68M/-  93M/-

RedditBody 73K/ - 23M/- 45M/-  68M/-  93M/-  287K/9.2M
Elliptic++ 58K/ - 22M/ - 45M/ - 6.8M / - 9.3M/ -

SAML 35K/ - 22M/-  45M/-  68M/-  92M/-

DGraphFin 37K/ - 22M/-  45M/- 6.8M / — 9.2M/ -
EthereumPhishing 35K/ - 22M /-  45M/ - 6.8M / - 9.2M / -
AMLWorldSmall 35K/ - 22M/ - 45M/ - 6.8M / - 9.2M/ -

287K /13.8M 155K/ 13.8M 89K/ 13.8M 180K/ - 89K/~ 23M/-
155K /9.2M 89K/ 9.2M 144K/ - 89K/~ 23M/-
271K/ 519M 139K /519M 73K /51.9M 462K/ - 73K/ - 13M/ -
249K/ 219.0M 116K/ 219.0M 50K /219.0M 1.7M /- 50K/~ 23M/-
250K / 947.3M 118K/ 947.3M 52K/ 947.3M 7.4M/ - 52K/~ 12M/-
248K/ 761.2M 116K/ 761.2M 50K /761.2M 6.0M/ - 50K/~ 12M/-

248K/ 1319M 116K/ 131.9M 50K/ 131.9M 1.1IM/- 50K/~ 23M/-

- denotes buffer values below 5K, which are relatively negligible in this comparison.
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Figure 3: Sensitivity analysis on Elliptic++(first column) and
RedditTitle(second column). The heatmap grid reports AUN-
PRC for each (lambda, blend factor) and (hidden dimension,
memory size) combination.

5.4 Sensitivity Analysis

Figure 3 reports the sensitivity analysis of the principal hyperpa-
rameters of HERDGNN on the Elliptic++ and RedditTitle datasets in
terms of mean AUNPRC. The top row shows multiple combinations
of the deviation-loss weight A and the blending factor w used to up-
date the Gaussian statistics. We observe the best results in Elliptic++
are attained for small-to-moderate A, whereas large A consistently
degrades AUNPRC, indicating that L., is most effective as a reg-
ularizer rather than a dominant objective. Notably, the optimal A
is dataset-dependent, for example, in our hyperparameter search
on RedditTitle we observed the best performance at a much larger
value (4 &~ 100). Across settings, performance is typically strongest
for high but non-unit blending (often & ~ 0.8-0.9), suggesting that
our mechanism of temporally updating the deviation loss parame-
ters further boosts the model’s ability to transfer learning from the

past iterations. The lower heatmaps in Figure 3 examine sensitivity
to memory size and hidden dimension. The first thing to note is that
despite a broad range of memory size and hidden dimension values
we studied, the performance does not decrease by more than 10% of
the best performance on any of the datasets. In Elliptic++, a specific
trend is difficult to isolate, apart from the conclusion that smallest
memory sizes and highest dimensions are consistently detrimental
to the performance. In contrast, in RedditTitle, HERDGNN shows a
strong trend in favor of high memory size coupled with low hidden
dimensionality.

The above show that HERDGNN is stable across a broad range
of hyper parameters, but the hyperparameter tuning strategy might
need to differ depending on the dataset.

5.5 Memory Footprint

In this section, we complement the theoretical memory complexity
analysis in Table 2 with empirical results. Since all models use the
same hidden size of 128, the reported values mainly reflect archi-
tectural differences in temporal modeling rather than differences
in hidden-size configuration.

5.5.1 Number of parameters. We first report the total number of
trainable parameters and registered buffers for each method across
datasets, in Table 6. As the table shows, ROLAND’s high mem-
ory consumption is dominated by the buffer data structures and
not by its parameters, and it is particularly memory inefficient
for the larger networks. The number of parameters of the other
related work methods strongly vary depending on the dataset,
with WinGNN being particularly efficient. As seen in the table,
HERDGNN’s parameter size is a function of allocated memory size
and is independent from the dataset.

5.5.2  Memory scalability analysis. To assess memory scalability
under controlled graph growth, we conduct full-batch training ex-
periments on two families of synthetic graphs: random Erdés-Renyi
(ER) graphs [19] and power-law degree distributed Barabasi-Albert
(BA) graphs [3]. For the ER graphs, we consider two complementary
scaling regimes: (i) increasing the number of nodes while fixing
the number of edges (5M), and (ii) increasing the number of edges
while fixing the number of nodes (500K). As for BA graphs, we
generate them with attachment parameter m = 5.
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Figure 4: Memory scalability on synthetic dynamic graphs: (a) dynamic Erd6s-Renyi graphs with fixed edges and increasing
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increasing size (m = 5).

Table 7: Deviation-based Regularization (Mean AUNPRC)

Elliptic++ RedditTitle
Model Lcls -Ccls + A-Edev Lcls Lcls + /ILdev T Avg.
Roland-gru | 0.25 0.28 (1 12%) 0.48 0.53 (1 10%) 111%
HawkGCN | 0.05 0.06 (T 20%) 0.56 0.56 T10%
WinGNN 0.04 0.04 0.27 0.28 (T 4%) T2%
HERDGNN | 0.26 0.28 (T 7%) 0.43 0.49 (1 14%) T11%

To create dynamic graphs, we first generate a static graph, and
afterwards we randomly assign each of its edges to one out of 30
timestamps. In all settings, each node is assigned 20 features and
each edge 10 features. We report peak training memory in MiB for
all methods.

Figure 4 shows that HERDGNN exhibits substantially more stable
memory scaling than competing methods. ROLAND scales poorly
with the number of nodes because it maintains node-level tempo-
ral representations, while WinGNN and ABNet incur substantial
overhead from multi-step/meta-learning and temporal processing.
HawkGNN scales well with nodes but becomes sensitive to the
number of edges. On the largest BA graphs, all baselines except
HERDGNN encounter OOM, confirming HERDGNN’s advantage
across both random and scale-free dynamic graphs.

Putting memory complexity and prediction performance to-
gether, our experiments show that HERDGNN manages to strike a
balance between the two aspects. Among the real-world datasets,
this result is particularly reflected on Elliptic++, as seen in Figure 5.

5.6 Deviation Regularization on the Baselines

Last, we assess the value of our proposed deviation-based regular-
ization term L 4., beyond HERDGNN. For this purpose, we trained
some of the competitor methods by including the deviation-based
regularization into the BCE loss. The classification results in terms
of mean AUNPRC are shown in Table 7. The vanilla BCE loss is
denoted by L, and the regularized objectives are referred to as

Lcls + /LLdev .
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Figure 5: Mean Normalized AUPRC (Mean AUNPRC) versus
peak memory consumption during training (GB) on the Ellip-
tic++ dataset for state-of-the-art DGNNs (High/Left is better).

We observe that regularizing the vanilla BCE loss via Lgey im-
proves, on average, the performance in terms of mean AUNPRC for
all methods. Overall, these results indicate that L., is an effective
regularizer helping models to attain better classification results in
cases of extreme class imbalance.

6 Conclusion

In this work we proposed the first DGNN (HERDGNN) tailored
for class-imbalanced settings while keeping a bounded temporal
memory footprint. Experimentally, HERDGNN achieves compet-
itive or superior performance on 7 large-scale real and synthetic
financial networks compared to the state-of-the-art DGNNs, and
overall strikes the best balance between classification performance
and memory consumption.
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